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AGENDA: CROSS-PROTOCOLS PIVOTING ATTACKS

Background and research question
Bluetooth Low Energy overview

Reverse engineering and patching the Samsung Galaxy
S20 Bluetooth controller

Implementing non-native protocols support
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BACKGROUND AND
RESEARCH QUESTIONS

Background and research
guestions
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|OT ENVIRONMENTS SECURITY

Rapid expansion of connected objects in our daily life: HETEROGENEOUS -
. . ~
game changer from a security perspective o
\\
o . . . / \
o Massive use of heterogeneous wireless communication ’ \

protocols, sharing a lot of similarities (modulation ;
schemes, frequency bands...) and co-existing in the
same environments

— heterogeneous environments

NEW CONTEXT

NEW THREATS

I
I
|
1

o  Peer-to-peer communications, without central point nor !

gateways
— decentralized environments
DYNAMICAL DECENTRALIZED
o  Presence of mobile devices (e.g. smartwatches,

smartphones...) with wireless connectivity
— dynamical environments - P
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I MAIN RESEARCH QUESTION

Can we make a device designed to use protocol A
communicate with a different protocol B?
@€ Offensive scenarios:
@ Cross-protocol pivoting attacks
e (@) Covert channel attacks

@ N
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I CROSS-PROTOCOL PIVOTING ATTACKS: HOW REAL IS THE THREAT ?

Previous work: WazaBee: cross-protocol pivoting attack aiming at diverting a Bluetooth Low
Energy transceiver to communicate with Zigbee nodes by exploiting similarities in the
modulation schemes

— mainly evaluated on development boards from Nordic SemiConductors and Tl

Extension: Can we perform this kind of attacks from off-the-shelf devices ?

e Common and mobile Bluetooth controller analysis: BCM4375 chip

from Broadcom, mainly used by Samsung Galaxy S10/520
smartphones

— increasing the attack surface

e New protocols support: Mosart & Enhanced ShockBurst proprietary
protocols, commonly used by wireless keyboards and mices

— critical devices from a security perspective

Samsung Galaxy S20
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BLUETOOTH LOW
ENERGY OVERVIEW

Bluetooth Low Energy
overview
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I BLUETOOTH LOW ENERGY

€3 Bluetooth

SMART

Bluetooth lightweight variant, introduced in Bluetooth Core Specification 4.0
Designed for low energy consumption

Low complexity

Massively deployed (smartphones, laptops, smart devices, ...)
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I ADVERTISING MODE VS CONNECTED MODE
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I GENERIC ACCESS PROFILE - ROLES

Broadcaster

2
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GENERIC ACCESS PROFILE - ROLES

Broadcaster

%
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I GENERIC ACCESS PROFILE - ROLES

Broadcaster

2

Observer
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I GENERIC ACCESS PROFILE - ROLES

D

> @

\
Peripheral \
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Peripheral
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I PACKET FORMAT

p
Preamble Access Address Protocol Data Unit (PDU) CRC
1 byte 4 bytes 2-257 bytes 3 bytes
Link Layer Header Data
(LL)
2 bytes 0-255 bytes
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I SIMPLIFIED TRANSMITTER

Channel
number
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Channel
number

...101101010

...10[1101010{1010101010111... ...1011010101010101010111...
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REVERSE ENGINEERING
AND PATCHING

Reverse engineering
and patching
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FIRMWARE REVERSE ENGINEERING

Use of InternalBlue framework (SeemoolLab) B

InternalBlue

e BCMA4375 (Samsung Galaxy $20) and CYW20735 (loT InternalBlue framework
development kit) firmwares analysis

- Both firmwares share a consequent amount of code
- CYW20735 symbols are known

firmware dumping, dynamic analysis, patching

e  Static analysis (IDA Pro) and dynamic analysis (InternalBlue)

e We need to understand :
- how to configure the RF hardware (frequency, preamble,
whitening, data rate,...)
- how to use reception and transmission callbacks (controlling
demodulator output and modulator input)
- how to interact with the Host (HCI commands and events)

Cross-protocol attacks:weaponizing a smartphone by diverting its | P 20
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I DIVERTING SCANNING AND ADVERTISING TASKS

e Bluetooth Low Energy roles are implemented as Tasks: Scanner, Advertiser, Central, Peripheral
The tasks linked to advertising and scanning are good candidates to implement our custom reception / transmission primitives:
they do not require the establishment of a Bluetooth Low Energy connection as a prerequisite to send and transmit packets

e advTaskProgHw function: indirect access to the
modulator input, we can only configure the
advertising packet payload

e scanTaskRxDone function: provides a direct access - “Packet in Packet” variant: the full packet is
to the demodulator output buffer encapsulated into the advertisement
payload
e  The function has been hooked to execute our own
send it to the Host BPEEE R

e  The function has been hooked to execute our own
Cross-protocol attacks:weaponizing a smartphone by diverting its | P. 21 COde: It a”OWS to format the paCket to transmit
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RF HARDWARE CONFIGURATION

PREAMBLE DATA RATE

Configuration

WHITENING FREQUENCY

Cross-protocol attacks:weaponizing a smartphone by diverting its | P 22
Bluetooth controller| 14/04/2022 .



LAAS
CNRS

_—-—/
RF HARDWARE CONFIGURATION

PREAMBLE DATA RATE

Diverting the extended Diverting the extended

advertising advertising
configuration function configuration function
(LE 2M) (LE 2M)
Configuration
WHITENING FREQUENCY
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Extended advertising

New feature introduced in
Bluetooth Core Specification 5.0

Allows to use Data Channels as
secondary Advertising Channels

Uses a random access address
and not the  predefined
advertising Access Address

Can use 1 or 2 Mbit/s datarate
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RF HARDWARE CONFIGURATION

PREAMBLE DATA RATE

Diverting the extended Diverting the extended

advertising advertising

configuration function configuration function

(LE 2M) (LE 2M)

Configuration
WHITENING FREQUENCY

Writing specific value
into two configuration

registers
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RF HARDWARE CONFIGURATION

PREAMBLE DATA RATE

Diverting the extended Diverting the extended

advertising advertising

configuration function configuration function

(LE 2M) (LE 2M)

Configuration
WHITENING FREQUENCY

Disabling the Writing specific value
whitening into two configuration

configuration function registers
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Channel
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I ARBITRARY TRANSMISSION PRIMITIVE (GFSK 2Mbit/s) | pata rate

(controlled)

(bypassed)

Frequency
(controlled)

Arbitrary packet
inserted using PIP
attack
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I ARBITRARY RECEPTION PRIMITIVE (GFSK 2Mbit/s)

Channel
number

...101101010

...10[1101010{1010101010111... ...1011010101010101010111... /\/\/\I\h/\/
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I ARBITRARY RECEPTION PRIMITIVE (GFSK 2Mbit/s)

l_ ( CRCCheckmg) RV

(bypdassed) 'L (wrong result packet !

ignored) | i TUTT

Data rate

D .~ (controlled)

Received
signal
...10-1010101010111... ...1011010101010101010111... W
. Access address . Frequency
(controlled) . (controlled)
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HOST

T Host Controller Interface
[ Link Layer ]
Physical Layer ]

e X '
Generic Attribute Generic Access Profile
Protocol (GATT) (GAP)

. J J
e N ~
Attribute Protocol (ATT) Security Manager (SMP)
\_ Z X J

Logical Link Control & Adaptation Protocol (L2CAP)

v

_______________________________________________________________

Bluetooth Low Energy stack
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Host to Controller communication (Commands)

- HClI commands are handled using an array of
function pointers

- the command identifier is used to calculate an
index, allowing to select the corresponding
function

- We found two unused command identifiers
and added our own function’s addresses at the
right place

Controller to Host communication (Events)

We identified two functions allowing to:

- allocate a buffer describing an event
message
- send it to the Host
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IMPLEMENTING
NON-NATIVE
PROTOCOLS SUPPORT

Implementing
non-native protocols
support
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ZIGBEE PROTOCOL

e Implementing WazaBee attack:

- WazaBee establishes an equivalence between 31 bits modulated N
using a GFSK at 2Mbit/s (BLE) and 32 bits modulated using O-QPSK =
(Zigbee) A

- We added two functions allowing to perform the conversion

x
(B

[ &
| & Ve
=
2435 | 5 i
s [ B |
[
[R]
8]
m .

12 ;18 20 21 | 24 26
e Selecting the channel: o 8 5 8 5 8 8 A g 8 g &8 8 &g g
- 16 Zigbee channels, numbered from 11 to 26 -
- Central frequency calculation Zigbee channels (2.4-2.5 GHz)
® Syn chr onisin g th e receiver: ) SynchronizatiT header (SHR) i rPhysicaj Jrleader (l:HR)
- AZigbee preamble is composed of four null bytes p = - \
- We use the GFSK sequence corresponding to “0” symbol as ’ { preamble 1| Detimite (5¢D) ‘ S ’ G i ‘ ’
4 bytes 1 byte 1 byte 0-125 bytes
preamble
LinkLayerheader Data ‘ ‘ CRC (FCS)
(MHR)
variable variable 2 bytes
Zighbee packet format
Cross-protocol attacks:weaponizing a smartphone by diverting its | P 32
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I MOSART PROTOCOL

e  Mosart: proprietary protocol commonly used by wireless mices
and keyboards
- based on a GFSK modulation at 1Mbit/s
- no encryption, no pairing
- the protocol can’t be customized

e Limitation: we can’t select an arbitrary preamble using LE 1M
(1Mbit/s)
- solution: using LE 2M and duplicating every bit
(0x5555 — 0x33333333) (preamble selection)

- Adding a set of conversion functions

e Experiments:
- keylogger
- keystrokes injection

Cross-protocol attacks:weaponizing a smartphone by diverting its | P 33
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Preamble H Address H Payload H CRC ‘ Postamble |

0x5555 OXFF
2 bytes 4 bytes 2 bytes 1byte

variable

g%

Mosart packet format

0x55 (1MBit/s)
(o Jof o1 o]
0x3333 (2MBit/s)

(00 ] 110011 ]o0o]11]00]11]

GFSK 1Mbit/s - GFSK 2Mbit/s equivalence




e  ESB: proprietary protocol used by wireless keyboards, wireless

mices, drones, ...

- based on a GFSK modulation at 2Mbit/s
- The protocol can be customized: Logitech Unifying
- Logitech Unifying makes use of channel hopping

e Manual channel scanning: it could be automated and

implemented directly in the firmware

e Two modes are implemented:
- scanning: 0x000000AA (preamble)

- we receive large blocks of raw demodulated data and

look for valid packets into it

- we extract the address and send it to the Host

- sniffing / injection: 4 bytes of address (preamble)
- we extract the payload and send it to the Host
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ENHANCED SHOCKBURST PROTOCOL (ESB)
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Packet Control

Field (PCF)
9 bits

Address ’ Payload CRC l

2 bytes

0-32 bytes

3-5 bytes

ESB Packet format

e

Logitech M185 mouse (Logitech Unifying)

Experiments:
- sniffing mouse packets
- injecting mouse packets
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CONCLUSION AND FUTURE WORK

e Critical attack: we demonstrated the practical feasibility of implementing a mobile and
cross-protocol attack platform on a smartphone
- Offensive applications :

- active and passive attacks

- covert-channel attacks
- cross-protocol pivoting attacks
- Itincreases the attack surface of Zigbee, ESB and Mosart networks

e It can probably be extended to other Broadcom / Cypress chips if they supports
extended advertising and to other protocols (ANT+, ...)

e It could also be used to communicate legitimately with these protocols (eliminates
the need for gateways)
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RECEIVE

S

Mosart

#27 Command packet

o SCAN L. RX ™
m——y . e [l ==« The code is released as open-source software under MIT license :)
[2) ; acket ec
CH:36 a
o #29 Command pa(v:kclv 35;12223850134‘paasswword[ENTER]
e Android application:
#30 Command packet = ) . . . .
- N $ git clone https://github.com/RCayre/radiosploit
o 31 Cmv‘mmndpacke( . @ ”:;" ’uij
@ o © @ 8 ¢ @ o Controller patches:
112)3]4}5]617]8]91}]0
e L azer tyuionp $ git clone https://github.com/RCayre/radiosploit patches
1] (@] qlsldlflglh]jlk]! im
@ wW Xx ¢ Vv bon @
1#1 F FR &
1] (@] v 1
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