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Model

x>0 /x:=x-1

Assembly

Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—i}
return k;
}

_start:
load A 100
add B A
cmp B O
jle label

label:
move @100 B

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000
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The BINSEC Group:
ADAPT FORMAL METHODS TO BINARY-LEVEL SECURITY ANALYSIS

https://binsec.github.iol
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* Focus on code-level security
* Implementation flaws / attacks

* | love Symbolic Execution : it is formal & it works :-)

* Originate from safety & testing, quickly adopted in security

* Questions:

" how can you use Symbolic Execution into a security context ?
" How does code-level security differ from code-level safety?

* This lecture: our experience on adapting Symbolic Execution to several
binary-level security contexts

Sébastien Bardin | 6



Billions and Billions of Constraints:

Whitebox Fuzz Testing in Production

Ella Bounimova
Microsoft Research, USA

Abstraci—We report experiences with constraint-based white-
box fuzz testing in production across hundreds of large Windows
applications and over 500 machine years of computation from
2007 to 2013. Whitebox fuzzing leverages symbolic execution
on binary traces and constraint solving to construct new inputs
to a program. These inputs execute previously uncovered paths
or trigger security vulnerabilities. Whitebox fuzzing has found
one-third of all file fuzzing bugs during the development of
Windows 7, saving millions of dollars in potential security
vulnerabilities. The technique is in use today across multiple
products at Microsoft.

‘We describe key challenges with running whitebox fuzzing in
production. We give principles for addressing these challenges
and describe two new systems built from these principles:
SAGAN , which collects data from every fuzzing run for
further analysis, and JobCenter, which controls deployment of
our whitebox fuzzing infrastructure across commodity virtual
machines. Since June 2010, SAGAN has logged over 3.4 billion
constraints solved, millions of symbelic executions, and tens of
millions of test cases generated. Our work represents the largest
scale deployment of whitebox fuzzing to date, including the
largest usage ever for a Satisfiability Modulo Theories (SMT)
solver. We present specific data analyses that improved our
production use of whitebox fuzzing. Finally we report data on the
performance of constraint solving and dynamic test generation
that points toward future research problems.

Patrice Godefroid
Microsoft Research, USA

David Molnar
Microsoft Research, USA

solved with a constraint solver, whose solutions are mapped
to new inputs that exercise different program execution paths.
This process is repeated using systematic state-space search
technigues, inspired by model checking, that atlempt to sweep
through as many as possible feasible execution paths of the
program while checking simultaneously many properties using
a runtime checker (such as Purify, Valgrind or AppVerifier).

In this paper, we report on the first large-scale usage of
whitebox fuzzing. Earlier applications of dynamic test gener-
ation focused on unit testing of small programs [15], [5], [23],
typically consisting of a few thousand lines of code, for which
these techniques were able to achieve high code coverage
and find new bugs, for instance, in Unix utility programs [4]
or device drivers [7]. While promising, this prior work did
not report of any daily use of these techniques and tools.
In contrast, we present here our experience running whitebox
fuzzing on a much larger scale and in production.

We achieve this scale because the current “killer app” for
dynamic test generation is whitebox fuzzing of file parsers.
Many security vulnerabilities are due to programming errors
in code for parsing files and packets that are transmitted over
the internet. For instance, the Microsoft Windows operating

29" Annual
Network and Distributed System
Security Symposium

NDSS Test of Time Award
Automated Whitebox Fuzz Testing

P. Godefroid, M. Levin, and D. Molnar
NDSS 2008

Internet
Society

S NDss

BINSTITUT o
CARNOT EUVIEAN:)
« M

Sébastien Bardin | 10 [TN@UPSaclay || *2R's-SAcLAY



TEAM WORK SINCE 2012

T
b

X175

W=

~ A

B INSTITUT .
, . . CARNOT NIV
Sébastien Bardin | 11 o M e R s




3 BACK TO BASICS
Cceatech

SOURCE CODE ASSEMBLY CODE OBJECT CODE EXECUTABLE
COMPILE

ASSEMBLE

01001100 LINK 010100111
G || —
11000101

010 .. 0100 ..
— —_— RUN

+ [N

10110111
11101100
11000101
010 ..
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INLINE HAND WRITTEN THIRD PARTY
ASSEMBLY ASSEMBLY LIBRARY
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list WHY GOING DOWN TO BINARY-LEVEL SECURITY ANALYSIS?

Ceatech

| No source code | | Post-compilation | | Malware comprehension

Source o Y
LEGACY CODE o Compiler || Executable

COTsS

a3
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EXAMPLE: COMPILER BUG (?)

Security bug introduced by a non-buggy compiler

void getPassword(void) {
char pwd [64];

' Compiler || Executable if (GetPassword(pwd,sizeof (pud))) {
| | /% checkpassword */

}
nemset (pwd, 0, sizeof (pwd));

}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
B pud never accessed after memset

B Thus can be safely removed
* secure source code
1 And allows the password to stay longer in memory e insecure executable
v , université
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EXAMPLE: third-party component analysis

* Is it reasonably secure to use that ?

.
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EXAMPLE: side channel attacks

private char[4] secret;

boolean CheckPassword (char[4] input) {

* Can you retrieve the with blackbox access?

Sébastien Bardin | 21




EXAMPLE: side channel attacks

private char[4] secret;

boolean CheckPassword (char[4] input) {
for (i=0 to 3) do
if(input[i] != secret[i]) then
return false;
endif
endfor
return true;

}

.
universite
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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A TOOL OF CHOICE: SYMBOLIC EXECUTION (the fabulous 2005 year)

\3:

input ()

-\’.‘&

int main () {

int x = input();

1 t
int y = input(); i ;nzuy()
int z = 2 * y;
if (z —3) {

o

if (x >y + 10) = {x = X0, ¥ = Y0, 2 = Yo}

-
failure;
}
. success; =T A 2y =%

J i x > y + 10}
. PC:=T A2y # X \
Given a path of a program / \
« Compute its « path predicate » f [ !
* Solution of f = input following the path L PC:=T A2y =x Axo > yo +10
* Solve it with powerful existing solvers

PC:=T A2y =XxpAXp < ¥+ 10
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Détour : ABOUT FORMAL METHODS AND CODE ANALYSIS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

Key concepts : M = ¢

M : semantic of the program
@ : property to be checked
= : algorithmic check

Success in (regulated) safety-critical domains

Sébastien Bardin |




Détour : ABOUT FORMAL METHODS AND CODE ANALYSIS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

* Reason about the
meaning of programs
Key concepts : M = ¢

M : semantic of the program
@ : property to be checked
= : algorithmic check

* Reason about infinite

* Typical ingredients: sets of behaviours

transition  systems,
automata, logic, ...

Success in (regulated) safety-critical domains

BINSTITUT
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A DREAM COME TRUE ... IN CERTAIN DOMAINS

Verification of
m runtime errors [Astrée]
functional correctness [Frama-C *]

numerical precision [Fluctuat *|

source-binary conformance [CompCert]

ressource usage [Absint]

* : by CEA DILS/LSL
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Détour : ABOUT FORMAL METHODS AND CODE ANALYSIS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

* Reason about the
meaning of programs
Key concepts : M = ¢

M : semantic of the program
@ : property to be checked
= : algorithmic check

* Reason about infinite

* Typical ingredients: sets of behaviours

transition  systems,
automata, logic, ...

Success in (regulated) safety-critical domains

BINSTITUT
CARNOT

Sébastien Bardin | 34 |

.
universite
PARIS-SACLAY




Détour : ABOUT FORMAL METHODS AND CODE ANALYSIS

<

m Between Software Engineering and Theoretical Computer Science]l .- la

The SMACCM(Capter: 18-Month Assessment

» The SMACCMCopter flies:
« Stability control, altitude hold, directional hold, DOS detection,

+ GPS waypoint navigation 80% implemented. T L S 1 3
| |

+ Air Team proved system-wide security properties:
» The system is memory safe.
+ The system ignares malformed messages.
+ The system ignores non-authenticated messages.
+ All “good" messages received by SMACCMCopter radio will reach the

KEy CDnCEpts d M |: gp motor controller.

+ Red Team:
+ Found no security flaws in six weeks with full access to source code.

m Goal = proves c ical way

+ Penetration Testing Expert;
The SMACCMCopter is probably “the most secure UAV on the planet*

i to0ls avalab®

p'l
opeh Sour ‘ij 4 Cmpﬂut 018
from

4 ~

A big success in many more domains!
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Verification is undecidable

~

Cannot have analysis that
* Terminates
* |s perfectly precise

On all programs Y

.
universite
PARIS-SACLAY
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* Terminates
* |s perfectly precise

On all programs

Cannot have analysis that

~

J

/"Answers

* Forget perfect precision: bugs xor proofs
* Or focus only on « interesting » programs
* Or put a human in the loop

* Or forget termination

-

\

They knew it was impossible, so they did it anyway

* Weakest precondition calculi [1969, Hoare]
* Abstract Interpretation [1977, Cousot & Cousot]
* Model checking [1981, Clarke - Sifakis]

- /
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* Terminates
* |s perfectly precise

On all programs

Cannot have analysis that

~

J

/"Answers

* Forget perfect precision: bugs xor proofs
* Or focus only on « interesting » programs

* Or put a human in the loop

* Or forget termination

-

\

They knew it was impossible, so they did it anyway

* Weakest precondition calculi [1969, Hoare]
* Abstract Interpretation [1977, Cousot & Cousot]
* Model checking [1981, Clarke - Sifakis]
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list Back in 2005 ...

Ceatech

Despite some successes, still several issues

WANTED

 Lack of robustness

* False positive (centered on proving safety)
* May require (lots of) annotations

.
universite
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A TOOL OF CHOICE: SYMBOLIC EXECUTION (rebirth in 2005)

o:=g
PC:=T
int main () { n
int x = input(); o 1.nput{)
: . y = input()
: int y = input(); 2 anl
Find real bugs e y
if (z =— 3) {
if (x >y +40) o = {x = X0,y = Yo,z = 2}
- failure; 1
Bounded verification } z == X
) = SEESS PC:=T A2y = xg
—

Flexible

PC:=T A2y # X
Given a path of a program

* Compute its « path predicate » f
PC:=T AN2% =x AXg >y + 10

* Solution of f = input following the path
* Solve it with powerful existing solvers

S& Windows10

PC:=T A2y =XxpAXp < ¥+ 10

' BINSTITUT
CARNOT

.
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PATH PREDICATE COMPUTATION & SOLVING

Loc | Instruction

input(y,z)
w = y+1
X:=w+ 3

if (x <2 *z) (branche True)
if (x < z) (branche False)

|ethéY0—|—]_in r\

let Xo £ Wi +3in
X2<2><Z()/'\XQEZO

W N= O

cVG

Z 5 Boolector

Blackbox

solvers

SMT Solver

Sébastien Bardin

PC:=T A2y # X0 \
\l
PC:=T A2y =xAxg >+ 10

PC:=T A2yg=x0 Axp < yg+ 10

N

TTTTTTTT

5
CARNOT EETETE)
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PATH PREDICATE COMPUTATION & SOLVING

Key ingredients
r | = @ Path search
ocC s tisil @ Constraint solving

o=
Beware ‘WT
® Path explosion B
® Constraint solving cost y = it

z=2+%y

o= {x—= X0,y —+ Yo.2— 2}

Many optimizations PC:=T A2y = x0
if (X < D * Z) ( ® Preprocessing, caching, etc.

® Search heuristics, path pruning, merge, etc.

WMo O

PC:=T A2y # X

PC:=T A2 =xgAXxg > yo+10
BlaCkbOX PC:=T A2yg=x0 Axp < yg+ 10
solvers

|EtW12Yg—{—]_in r\

|ethéW1—|—3in
Xo < 2% LoNXa > Lo

YO =0/M\Z0=3

BINSTITUT

SMT Solver

Sébastien Bardin | 47 |
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ABOUT ROBUSTNESS (imo, the major advantage)
p Goal = find input leading to ERROR

(assume we have only a solver for linear integer arith.)

g(int x) {return x*x; }
f(int x, int y) {z=g(x); if (y == z) ERROR; else OK }

« concretization »
* Keep going when symbolic

reasoning fails
Tune the tradeoff genericity
- cost

.
universite
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ABOUT ROBUSTNESS (imo, the major advantage)
p Goal = find input leading to ERROR

(assume we have only a solver for linear integer arith.)

g(int x) {return|x*x} }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »

out of theory [FAIL] * Keep going \{vhen symbolic
reasoning fails
Tune the tradeoff genericity
- cost

B create a subformulalz = x x x

.
universite
PARIS-SACLAY
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ABOUT ROBUSTNESS (imo, the major advantage)
p Goal = find input leading to ERROR

(assume we have only a solver for linear integer arith.)

g(int x) {return|x*x} }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »
m create a subformulafz = x * x] out of theory [FAIL] * Keep going When symbolic
reasoning fails

Tune the tradeoff genericity
Dynamic Symbolic Execution - cost

m first{concrete execution|with x=3, y=5 [goto OK]

.
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ABOUT ROBUSTNESS (imo, the major advantage)
p Goal = find input leading to ERROR

(assume we have only a solver for linear integer arith.)

g(int x) {return|x*x} }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »
* Keep going when symbolic

m create a subformulafz = x * x| out of theory [FAIL]

reasoning fails

Tune the tradeoff genericity

Dynamic Symbolic Execution - cost

m first{concrete execution|with x=3, y=5 [goto OK]

m during path predicate computation, x * x not supported

| x is concretized|to 3 and z is forced to 9

m resulting path predicate : x =3 Az=0Ay ==z

Sébastien Bardin | 51
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ABOUT ROBUSTNESS (imo, the major advantage)
p Goal = find input leading to ERROR

(assume we have only a solver for linear integer arith.)

g(int x) {return|x*x} }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »
* Keep going when symbolic

m create a subformulafz = x * x| out of theory [FAIL]

reasoning fails

Tune the tradeoff genericity
Dynamic Symbolic Execution - cost

m first{concrete execution|with x=3, y=5 [goto OK]

m during path predicate computation, x * x not supported

| x is concretized|to 3 and z is forced to 9

m resulting path predicate : x =3 Az=0Ay ==z
m| a solution is found : x=3, y=9)[goto ERROR] [SUCCESS]

.
universite
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38 ABOUT ROBUSTNESS (imo, the major advantage)

Ceatech

« concretization » Very powerful

* Replace symbolic values by runtime values Unsupported code
Too costly reasoning

* Keep going when symbolic reasoning fails Multi-thread
Self-modification or packing

* Tune the tradeoff genericity - cost

' B INSTITUT
. . . CARNOT
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list Some optimizations
- Search heuristics

* Coverage, goal, novelty
* ML-based search

formula simplifications Path merging

* [memory, specific patterns]

Path pruning (past, future)

formula caching

reuse of concrete models

better modelling

parallelism
pre-compilation
ratio symbolic - concrete

concretization

optimized implementations

ML-based (non-)solving

. . . université
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list Take away

Ceatech

* Find real bugs
* Robust (concretization)

* Pay as you go : bounded verification vs bug hunt

* Flexible : properties, kind of analysis
* local proofs, relational analysis, probabilistic,
repair, synthesis, ...

* Rather natural to combine with dynamic analysis

Pros Some issues & challenges

Beware of #paths ! (loop, functions)
* fully modular SE ?

Beware of constraints (crypto mainly)

End-to-end analysis : scale ?
Local analysis : initialization ?

Advanced langage features ?
* OO, functional, dynamic code, etc.

Sébastien Bardin | 55
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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Model

New challenges!

Source code

x>0/x:=x-1

Assembly

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—}
return k;

}

Executable

_start:
load A 100
add B A
cmp B O

jle label

label:
move @100 B

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

Sébastien Bardin

| 62

B INSTITUT
CARNOT

" TN@UPSaclay

.
universite
PARIS-SACLAY



New challenges!

Model Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—}
return k;

}

x>0/x:=x-1

Assembly Executable

start:
- ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFDA51E13ABOSODAD

344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

* Binary code

BINSTITUT e
; : CARNOT NI
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CHALLENGE: BINARY CODE LACKS STRUCTURE {

Sébastien Bardin | 64
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list DISASSEMBLY IS ALREADY TRICKY! |* code - data ??
- « dynamic jumps (jmp eax)

text

fini

.rodata

Sections Code Assembly

(Functions) —

unknown [

[..]

_libc_csu_init — ﬁ—

unknown oo [[rep retn
__libc_csu fini -/

__term_pr

Rl ek ° Recovering the CFG is already a

“val%d\n” challenge!
[T 1B 03 3B 28 00 00 00 04 00 00 00 54 FD FF| 00 1]

.eh_frame_hdr
m code m dead bytes m global csts m strings m pointers = other

.
universite
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BINARY CODE SEMANTIC LACKS STRUCTURE

sy ntactic
'-Eginns ABFFF7808D70696CA1010018DE4S CFG VA
1456347892 34 ABFFEGTBABDCF 456
SAZBACED00IFSFSDIEBISTISEST | Fe@covery
145FEDBCADACADADA59700345901
3456 KAHA305G67H34SBFFADECAD3
00113456735FFD45 1E13ABOBOCAD
stac k 344252 FFAADBDA4ST345FD7B0001 jump A
FFF22546ADDAESST76600000000
mallocl
?
malloc2 7

global

_J
if (ax > bx) X = -1;
else X = 1;
Problems A
OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));
: Jump eaX SF := (ax-bx) e:{O; / { J
ZF := (ax-bx) = 0;
* Untyped memory if (- ZF A (OF = SF)) goto 11
c o X =1
* Bit-level resoning goto 12
11: X :=-1
12: STITUT
. J WRNOT université

PuPSaclay Jj PAR's -SACLAY




New challenges!

Model Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—}
return k;

}

x>0/x:=x-1

Assembly Executable

start:
- ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFDA51E13ABOSODAD

344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

* Properties

B INSTITUT .
- . CAR N OT
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E New challenge : safety is not hyper-property :-)

[ ] pairs

Secret

©

Public

Sébastien Bardin - 09/07/2023 || NN

Commissariat a I'énergie atomique et aux énergies alternatives Auteur



“ New challenge : safety is not hyper-property :-)

pairs

? Secret

Public

©

S8 |

|Secret

Commissariat a I'énergie atomique et aux énergies alternatives

New problems

Hyperproperties
Quantitative

Identify « bugs that matters »

Auteur




New challenges!

Model Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c—}
return k;

}

x>0/x:=x-1

Assembly Executable

start:
- ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFDA51E13ABOSODAD

344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

e Attacker

B INSTITUT .
- . CAR N OT
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ATTACKER

CHALLENGE

Attacker is evil

Nature is not nice

e

Bopyolrem
alempieH

uonesedas
JosiniadAH

S|0JjU0D
IV

AuBajul
uoneolddy

llemaay
UOIIBISHIOAN

uone|suel
SJOMIBN

llemaai 4
SJoMmiaN

uonebijiw
asuanbasuoo
G |eAeT]

uoissaiboud
1uaplooe

JO uoljuanaid
b 1ene]

sjuepilooe
JO |o1uo0o
€ 19nan]

uoneisado
|lewlouqge
JO |0J1U0D

AL

uoneisado
|jlewlaocuqge

1O uonuanauid
Y
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ATTACKER in Standard Program Analysis

* We are reasoning worst case: seems very powerful!

Sébastien Bardin | 72 |
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ATTACKER in Standard Program Analysis ) 1

* We are reasoning worst case: seems very powerful!

* Still, our current attacker plays the rules: respects the program interface
* Can craft very smart input, but only through expected input sources

.
universite
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list ATTACKER in Standard Program AnJ

Ceatech

* We are reasoning worst case: seems very

* Still, our attacker plays the rules: respects
* Can craft very smart input, but only through expects

* What about someone who really do not play the rules?

* Side channel attacks
 Micro-architectural attacks
* Fault injections

.
universite
RIS-SACLAY
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Decrypt

Decrypt Decrypt

a0na6E3F 1ea
BONDEINS lea edi, [edi+n]
Dl

BRLOERSD dec s

(LLaLT 3] ; loc_WaFar?

ecx, dword k33158
Al mou [esp-1Bhearg_1h]. esi
moy esi, [esp-1Bh+arg 20
i
2

BORGFATE ; LI0R1

POLEF AT 2
BOUEF 72 1ok
RRUEFATZ pu
BREFATE
BOLEFTE ma

P@NAF BN mow
BBLOF kB add
DBLOF AT mos

OF FUNCTIDH CHUME FOR sub A0401E| [woneamB mov dward_WI31D0, rax
lllll iy ean, Oword_uld DG
_AEFaTZ: i LphaduleNane 0TS maw eand, [BCHEAN]
< lm nr (l:a l:la] llllll esi
n DA AGAZT add Boi, £a%
8526 87E mou [rcxsedx], ehx

xxxxxxx

pawogs\)
l“lﬂ“: ”g ;I dward pir 1::

LIl g
BERBGNIE : FUNCTION CHUME AT DBADSFAZ SIZE 0808DND @
BORBAEIE ; FUNCTION CHUNE AT BBMF&72? SI7F aB0SRERZ? AV]

eg: 7y -1 # x?

(for any value of x, y in modular
arithmetic)

J

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1
imul eax, eax
cmp ecx, eax

jz <dead_addr>

self-modification
encryption
virtualization

code overlapping
opaque predicates
callstack tampering

Another Line of attack : ADVERSARIAL BINARY CODE

80483d1 call +5 )
80483d6 ; pop edx

80483d7 add edx, 8
Cso4sada | push edx
Csosmadb | ret =~
Csoasade | bytefinvalid}

80483de [...]

0x401053 xor al, Ox7d
0x481055 cmp al, data_str[ecx]

[éximw«as call ReadFile
Oxi005h inz Ox4o10Th

0x40104b xor ecx, ecx

0x40104d mov al, input_buffer[ecx]

#f =1 3
\

0x40105d inc ecx

Obsidium
JD Pack
WinUpdck

Armadillo

Packman

EP Protector
ACProtect

TELockSVK
Yoda S Crypter

Neodlite

UPXMoI.eBox

CW‘PtEf pYa-da 's Protector

ASPack

BoxedApp
Petite
nPack PE Spln

Setlsoft g Themlda

Pack

MysticVMProtect

0x40107b ...

You are failure

ecx < 0x18

0x401063 ..,
ecx = Ox18

0x40105e cmp ecx, 0x18
0x401061 1 0x40104d

bunny_slope@flare=on.com
b

You are success
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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BINSEC: brings formal methods to binary-level security analysis 4 = BINSEC )

T O 3
T =) F
N !
B k P P s W) )
rea rove rotect =
7 CEL L
_i, = i)
& e 1 @:l F
X T -
86 LAk w
ABFFFTEOBDTOGHGCALOIODIEBDESS K J
145634789234ABFFEG&TBABDCFASE

SAZBACED00OFSFED1EDRISTLSEIT
145FERBCADACBDADASITOOIAGH0]
F456KAHAZIDSGETHIASBFFADECADS H H
00113456 735FFD451E13AB080DAD Sta tl C ana Iys IS
3442 52FFAADBDAAST I45FDTAEO00L
FFF22546ADDAESBST TEE00000000

Explore many input at once
* Find bugs ARM Advanced reverse

(]
ABFFF7A0BDTOGSGCAINIOOLIEBDEAS [} HH M
Prove security AR el e Vulnerability analysis
mBlEGDMQFSFSDlEGSSE]"155ﬂ7
. o 145FEDBCADACEDADASITOOZ4E690]
- FA56KAHAIOSGETHIASBEFFADECAD3
Multi-architecture support A T3 B FPADEChD: .
344752 FFAADBDAAS TRASFOVREOOOL
FFFZ2546A0D0AE9397 76600000000

" x86, ARM, RISC-V .

Binary-level security proofs

Low-level mixt code (C + asm)

" 32bit, 64bit

ABFFFTE0DBDTO696CAI0I001B0DELS
1456347892 34 ABFFEGTEABDCFASE

SAZBACEDO0SFSFSD1EOE35T15697 S‘yMbnlic execution

LASFEDBCADACEDADASITO0346901

2456 KAHA30SGETHIASBFFADECADI
Q01134567 35FFD45LELZABOBODAD
2443 52FFAADBDAAS T 3A5FD7EODOL
FFF22546ADDAEREITTEE00000000

Source ‘ ; s
i Compiler | Executable
\ \ \

Commissariat a I'énergie atomique et aux énergies alternatives Auteur

<9 dd 49 £ors

'\ﬂLE zn 20H

.. ‘ https://binsec.github.io/
e



BINSEC: brings formal methods to binary-level security analysis 4 = BINSEC )

T O 3
T =) F
 aran
CELC
Break Prove Protect = )
7 CEC
S s B
& e 1 @:l F
x86 L L
L
ABFFFFECEDTOGSGCALOIOO1IEBDESS K J
1456347892 34ABFFESETBABDLCFASE

SAZBACED00OFSFED1EDRISTLSEIT
145FERBCADACBDADASITOOIAGH0]
F456KAHAZIDSGETHIASBFFADECADS H H
00113456 735FFD451E13AB080DAD Sta tl C ana Iys IS
3442 52FFAADBDAAST I45FDTAEO00L
FFF22546ADDAESBST TEE00000000

Explore many input at once
" Find bugs ARM
" Prove Security ARFFFTR0BDTOG96CAL0L001BDESS

145G34TE9234ABFFEGTEAEDCFASG
5A234I:$DD-D9F5F5D1E0$35 ]"155‘]7
. . A o aa 00 4cm0s
Multi-architecture support DS CE TH 3 2B FFADECAD:
344752 FFAADBDAAS TRASFOVREOOOL
FFFZ2546A0D0AE9397 76600000000

Advanced reverse

Vulnerability analysis

Binary-level security proofs

" x86, ARM, RISC-V Low-level mixt code (C + asm)

" 32bit, 64bit

ABFFFTE0DBDTO696CAI0I001B0DELS
1456347892 34 ABFFEGTEABDCFASE
SAZBACEDODOFSFSD1IEDBISTISEOT
L4SFEDBCADACEDADASITO0346901

2456 KAHA30SGETHIASBFFADECADI
Q01134567 35FFD45LELZABOBODAD
2443 52FFAADBDAAS T 3A5FD7EODOL
FFF22546ADDAEREITTEE00000000

Source ‘ ; s
i Compiler | Executable
\ \ \

Commissariat a I'énergie atomique et aux énergies alternatives Auteur

<9 dd 49 £ors

'\ﬂLE zn 20H

.. ‘ https://binsec.github.io/
e



Key 1: INTERMEDIATE REPRESENTATION [CAV’11]

Multi-architecture

Binsec intermediate representation ~ TlhE o— e
inst := 1v <4 e|goto e|if e then goto e
v = var|ele], B goto addr, goto expr
e := cst|lv|unope|binopee|e?e: e m ite(cond)? goto addr
uop := | — | uext, | sext, | extract; ;
binop := arith|bitwise | cmp | concat
arith  := 4| —| X |udiv | urenm | sdiv | srem
bitwise := A|V|@|shl|shr|sar
ap = =|#|>u| <u|>s|<s * Concise

e Well-defined

* Clear, side-effect free
x86-32bit — ARMv7
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INTERMEDIATE REPRESENTATION

WSGEN | Opeods | ModRM | 9B | Dlsplacement | nmedate ¢ COnCISE

B S W P B » Well-defined

faptianal) / \\ byles crncre  byles or nons .
TL TN * Clear, side-effect free
Mod | o, | RM | |scde | index | Base

81 c3 57 1d 00 00 | “**Z*"* [ ADD EBX 1d57|

(0x29e ,0) tmp := EBX 4+ 7511;

(0x29e ,1) OF := (EBX{31,31}=7511{31,31}) && (EBX{31,31}<>tmp{31,31});
(0x29e ,2) SF := tmp{31,31};

[0x2%9e 3} ZF = (imp = O};

(0x28e ,4) AF := ((extu (EBX{0,7}) 9) + (extu 7511{0,7} 9)){8,8};
(0x29e ,6) CF := ((extu EBX 33) 4+ (extu 7511 33)){32,32};

(0x29e ,7) EBX := tmp; goto (0x2a4,0)
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list Key 2: SYMBOLIC EXECUTION

Ceatech

int main () { * Blnary_level

int x = input(); * Optimized symbolic engines
L * Both proof and vulnerabilities

if (z ==x) {
if (x> 3 +10) o = {x =X, = Y,z — 2}
failure;
Bounded verification } (z = x)
success; PC:=T A2y = xg

Flexible
PC:=T A2y # X

Given a path of a program
* Compute its « path predicate » f

* Solution of f = input following the path
* Solve it with powerful existing solvers

PC:=TA2pp=xpAXo >y +10

= Windows 10

PC:=T A2¥=xoAxo < yp+10

.
universite
PARIS-SACLAY
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ALSO: STATIC SEMANTIC ANALYSIS
(harder, doable on some classes of programs)

syntactic

ABFFF780BD70636CAL010018DE45 CFG VA
145634789234 ABFFER TBABOCFA56

5A2B4CED009FSFSD1ENEIST1S697 | FECOVEry : P :
145FEDBCADACBDADA53700346301 J”l]-l e 0 -M e L 1%
3456KAHAIDSG6THIASBFFADECAD " ol B
00113456735FFD451E13ABOBODAD
344252FFAADBOAAS T345F 0780001
FFF22546ADDAESEI7T6600000000

Reason about all paths
* Prove things

m notion of abstract domain
1. T,u,n, C, eval”

m more or less precise domains

. intervals, polyhedra, etc.

m fixpoint until stabilization - -
- . . CARNOT Iy
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regions

stack

mallocl

malloc2

global

REMINDER: BINARY CODE SEMANTIC LACKS STRUCTURE

ABFFF7R0BD70696CA101001BDE4S
1456347092 34 ABFFERTRABDCFA56
5AZBACED00IFSFSD1ENEIST15697
145FEDBCADACADADA55700346901
3456KAHA305GETHIASBFFADECAD3
00113456735FFD4S1E13ABDBODAD
344252FFAADEDA4ST345FD7B0001
FFF22546ADDAES897 76600000000

syntactic
CFG VA
recovery

=1

Problems
e Jump eax

* Untyped memory
* Bit-level resoning

if (ax > bx) X = -1;
else X = 1;

11:
12:

OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));

SF := (ax-bx) < 0;

ZF := (ax-bx) = 0;

if (- ZF A (OF = SF)) goto 11

X :=1
goto 12
X = -1

STITUT
WRNOT

PUPSaclay

.
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Dealing with dynamic jumps in SE is easy

0x4013e®@ push ¥%ebp
' ™ 0x4014el  mov %esp,%ebp

@x401419  mov @xc(%esp),%eax
Ox40141d  sub $@x4, %eax
Ox401429  imul  @xc(kesp),%eax o
@x4@1425  mov %eax, @x4(¥%esp)
Ox4a1429 cmpl $9x6,0x4(Kesp)
Ox40142e  ja Ox401420

0x481430  mov x4 (%esp) , %eax
Ox481434  shl fox2, %eax
Bx401437  add $0x40a064, Heax
@x40143c mov (%eax),%eax
@x401441 mov ¥eax, %ecx

. vy @x401446  mov kecx, %eax
@x40144b  jmp *%eax
A y
@x401530 ... Ox401470 ... @x4@14fe ... Bx4014a30 ... Bx401450 . ..
@x4@15a5 call D Bx401475 call F1 0x4014f5 call F2 0x4014a5 call F3 0x401455 call Fe

Qx4016d@ leave

0x4016d1 ret

syntactic
ABFFF7808D70696CA1010018DE4S CFG

145634789234ABFFE67BABDCF456
SAZBACEDOIFSFSD1E0R3STIS697 | Fecovery
145FEDBCADACBDADAS3700346901 Y

. 4

A

FFF22546ADDAEIB9TT6600000000

B INSTITUT .
: - . CAR N OT
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Dealing with dynamic jumps in SE is easy Get a first target
* Then solve for a new one

* Getit, solve again, ...
e Get them all!

r:amm 3ed  push %ebp
g ™ @x4214e1  mov %esp,¥ebp

2x491419 mov @xc(%esp) , %eax
9x40141d  sub $0x4, %eax
@x40142@  imul  @xc(Mesp),%eax =
@x401425  mov %eax, x4 (%esp)
0x401429 cmpl  $0x6,0x4(%esp)
@x40142e  ja @x401420

Bx481430 mow Qx4 (kesp), heax
0x401434  shl 50x2, %eax
@x401437  add $0x40a064 , %eax
@x48143c  mov (%eax) ,%eax
@x481441 mov Zeax, kecx

J Ox401446  mov %ecx, ¥eax
\ax4®144b jmp *Heax

ox401470 ... ox4014f@ ... Bx4014a0 ...
0x401475 call F1 @x4@914f5 call F2 9x4@14a5 call F3

Bx4915a@ ...
Bx4815a5 call D

Bx4@145@ ...
0x4@1455 call F@

Bx4216d0 leave

@x4@16d1 ret
syntactic

ABFFF7803D70896CA1010018DE4S CFG
145634789234ABFFE67BABDCF456.
SABACEDO0SFSFSDIEORISTISE0T | Fecovery
145FEDBCADACBDADA53700346901 Y

. 4

A

FFF22546ADDAEIB9TT6600000000

B INSTITUT .
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Dealing with memory is harder

* Bit-level resoning = theory of bitvectors (ok)

* Untyped memory = theory of arrays

a single big array: solvers die

common solution: concretization
stack . . PR
our solution: heavy simplification
heap

= ]

global
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Tuning the solver: intensive array formulas
il [LPAR 2018] (Benjamin Farinier)

e Makes the difference!

¢ Huge formula obtained by
dynamic symbolic execution

@esp+08 | 99 ¢ 293000 select S
@esp-+86| 28 o 24 hours of resolution !
L % 0F
| |

] | ]
@esp+03 | 48 0 100 200 300 400

Time in second

@ebp+59| 23

@ebp+07| 81

@ebp+64/ 06

@ebp+28| 62

10

P
L N N

List browsing bound

Using LMBN Using list representation

* #select reduced to 226

@esp+25 | 34

o Same result with a bound of
385024 and beyond...

o ...but 53 min preprocessing

* Dedicated data structure (list-map)
* Tuned for base+offset access
* Linear complexity

o 14 sec for resolution

61 sec for preprocessing

' BINSTITUT
CARNOT

.
universite
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression

P sl .
. . CARNOT
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list OUTLINE

Ceatech

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)
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Vulnerability finding with symbolic execution
. (Godefroid et al., Cadar et al., Sen et al., etc.)

a=g
PC=T

x = input()
y = input()
z=2+%y

»Intensive path exploration

o = {x—= X0, 7 = Yo,z — 20}

PC:=T A2y # X0

PC:=T A2yg=2x AXp >y +10

PC:=T A2 =xp Axp < yo+10

Challenge = path
explosion
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Vulnerability finding with symbolic execution
. (Godefroid et al., Cadar et al., Sen et al., etc.)

a=g
PC=T

x = input()
y = input()
z=2+%y

AR S s S »Intensive path exploration
T »Target critical bugs

PC:=T A2y # X0

PC:=T A2yg=2x AXp >y +10

PC:=T A2y =xo Axo < yp+ 10

Challenge = path
explosion

Sébastien Bardin | 121




Vulnerability finding with symbolic execution
i (Heelan, Brumley et al.)

»Intensive path exploration

s >Target critical bu.gs

/ PCT A2 = »Directly create simple
exploits

PC:=T A20 #x

Find a needle in the heap!

PC:=T A2yg=2x AXp >y +10

PC:=T A2y =xo Axo < yp+ 10

Challenge = path
explosion

W —
universite
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What about hard-to-find bugs ?
[SSPREW’16](with Josselin Feist et al.)

4888 8088 5dc3 5589 e5CT g1z G0AR AEbE 4BEE GOAD Sdc3 558
:?g@ g:;: ;;g: gggg B20 0O0E BOBE 4500 008
= t i 590 bFOe EB21 OBOO 08b
e5c7 @548 bfee @B22 Entry point §S§9 e5c7 6549 bDfee 962
5dc3 55BD 2583 ecll [5, sdc3 5589 e5H3 ecl
BORE al4B bFBe BBE2I FEOY 4pnf peoR O106_POOE LB pas
BB Mrf peas cpan aood
eaCcE BOCT 45F7 @OCE 4578
LELT] 1 asaR hfas &
c645 ]
4BLF
focae
fcag
LT
FrE1

32 2% ST Use-after-free bugs

oy * Very hard to find

fea@
L) e

e Wi vebaery * Seguence of events

nanE

fadg c

* DSE gets lost
ffag

DaEE
c545
fean
foca@
fedm
DR
AL
5dc3
1EBE BR08
I0BE BObLE
3FBe GBZL
253CT Q548
sdc3
EETeTed
Fb@g
IBcE 45F®
00E GEed
1
1Bof Gedl 2300 0DOR BOTd Fh@R 750s 705 4Bbf Ge0l @300 0DE
fcoe 750a 785 4Bb0f GedB fp@@ 7418 807d fC@@ 7503 CTES5 4BD
FcoB 7415 8e7d fbOE 7407 pepe Ge6R s67d fcae 7415 S67d Tbe
IEAE BO08 =5HE 8188 Q0e9 cyas 4B8hf OeEE DEEE BEEE =SHE B10

Find a needle in the heap!

B INSTITUT .
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What about hard-to-find bugs ?
[SSPREW’16](with Josselin Feist et al.)

4 )

4608 GORB Sdc3 5585 e5CT pgl? GEER ABbE 4BRE G608 Sdc3 558
QHOE QUEE SHdcd S5EY =14
BaEe AOLE 45EG 00A6 220 OPAE GObBE 450 00O P 4539 s 'E CF pR1z aaan I!glzzz ;ggg E::g iggé ;;:
bfo= naal awan wast 1 Entry point g0 bFbe GB2L 0BO0 08L bfae BE21 DEOS BObA .
e5c7 8540 bfde 9B22 ksk e esc7 6548 bfee @82 oscr peas bfas meaz 4 ENTY point A6 bfoe 8821 Egaﬂ gab
T RIS ITeT Y9 esc? 8546 bf@e @82

Egég :ﬂ: E?Ei EE;E iggg LELF BeBE 21 sdc3 55 2583 ecl S5dc3 5589 e583 ecl18 CYUTGERE ASE0 6 5dc3 5589 e583 ecl

32 Fa09 - 8 BEDD 2148 bfDe 0BE3 FBO? 4oiLf pepl 0100 OMAN aidf LES
Bodd Hodb =10k UUEE SUCh prge Gud 8b0d 8548 el@b 08 \ } BbO4 ES4E c18b BB BCS ogg " AbRL A548 =185
00cE 45fH @BcE 45fa @0CT 45F7 @ocs 45f6 @BcE 45fP @BcE i BAcE 45F0 BBcE 45Fa BBcE LFE BE St = s
BOBE GAe? d961 DAPD CH45 psap hfes e : BB88 PAcS dI91 A B hig ___..,MJ
ch4L fona ceat fa HOTA fr@1 ced4s FEED chAS f9R8 ceas fad 545 988 c645 fal P ecas fede co4s Fong a5

4BLF Ge0B B300 08O 807d -
e e Saht ouie FbBE 7508 cifs 48LF Ge0@ Q300 080 4BbF el 030LTTTETd fhon conn tofe aont ooy doon
foRE 7418 8§7d fo@E 7562 cTES 48D foop TSEa cpa 4gbf Geos
Foom 7415 BE7d FhOE 74AF - A ; 3 F fobee 7418 E¢7d fcop TseafcTas
ARRE . BB 7415 887d fba fema 7415 @h7d fhog 74BF _ F ;
OEOE BO0O ~GHE D1OB G089 b PEDD GODA ~GHE B1E 0360 008D _H07d FoDB Tilh BO7d
F701 645 FEOD cods FOO0D BEAE DEOGFeSSR A108 GBS - Jpc gpes pesn beos ogfe eoas
Fran ;-H!F bt _ cBas Fr@l céd4s FEAO cba St t. | . . . . fral cegh TBOD c625 F900 g wr"hann ceas Fral chas FREE
Fcee € weus fa82 807d fCO 740f C785 48b atic analysis Dynamic symbolic execution Fenn T4Af cTO5 ABRETETE oot song coas [Tl fo: fooo
e e fnta 2;g$ BERE =%5¢ BLEE B6e? 5561 0898 Weidhted 8188 ghed 5987 0066 €645 gapp PEED o95e BLOG PEeD SUD1
c&4L FEEE cBAL FOOO ceaAl fad Elgnte C645 9608 L6145 Tad3 807d ryg1 cs45 feee coyh ToE8 c645
fedg 4Bbf GedE f4a@ 7410 807d FedE@ 7508 705 4Bb l fedgl 7584 <705 48bf @208 figg 7418 B67d FolB TS58a c7B5
feae 48bf BeB psop GORA BEFd fCDE 75Pa CTRS 4BD GUEB slice BINSEC fogh TS@y c7E5 4BLF GeBE grop poan EoTd ERDE TEE. CTBS
Fean A4ghf BedE 3 .
0386 G008 BB7d feO 740F CTO5 48D Bmary—b P —PoC Fefin T _c705 4Bbf G=03 p3pg popop B07gA =0 T40f c7OS5
U;Eg DBOE cHA5 prEE AO00 =S0e D1GO G0ed ASE1 080 » v (o] # 501 0008 c645 pape pEAR oo@f BLAB DO G981
c il f c645 FEBEG cBAS oAl ceas fad ; 645 | free o ai_pa7d ¢on " RO0 —&E45 FoE1 545 Fai
48bf e TSOF c7R5 4BLF GeAR A466 BOE i i e 400 00 G " < c 2
i i : Mg TEE 4BRE De(H 0408 000
BRRE ceds FPE1 ch45 54 L . , sy 2 ; , -
fadd BaTd FcAe 7418 B6Td a1 UaF detection | i Slice extraction UaF validation = R R gac? ‘:60 o ;zgé o
T H : : H
:Eg; Sﬁﬂ.f E;SE 322? EEE.‘: eee i : : i H A80F BeEd @799 000d CTESNERF BedE B7EE 806
0BOE G0s% IPO0 0BOE c645 i : C ' S605 vect Soam ne0e Bord T4a0 T4af cros 4cb
C645 foBB cE4S fadS 86Td nes QE08 Obes D000 BO0E CONG A eooe DEMH 00eS DODD 0O
oA T700 ceas Lopd pame fald c645 f986 c645 Tans 8E7My FEGD c54N fOBE c545 fa®
ftBB 75:13 c?ns 4ot neaa 4Bb Felb TS50a 705 4Bbf Ced3 B07d FedB™5S0a 705 48b
c ac - 4Bh Fo@@ TiAas o705 48LF GeRd qn7d Foba fa c7E5 48hb
fe@B 7506 3074 fFO0 740c FF@ fedd TLae BATd FFO@ 7482 gop) bo7d Feob TLdg BAFA FFo
g:gg Eggf EE:E ::;? ;g:j eba BEBH 9886 cbib cbi9 cbA% a5 jcOB BEAD BOBMNGhIn ché
c fa@ cB45 f561 c645 faBz BO7d f761 cAgs flgae csa5 F961 Agas fap
sdc3 S58% eS5cT 0548 bfeée 834 Sdc3 3589 e5cF 0540 bfl= gobE S40M 0408 Sdc3 5509 =5M7 0541
HEAE BEBR S0C3 5585 e507 558 4800 ODEE Sdc3 5589 eScF 0H12 0000 WOLE ABOD D000 Sdo W55
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list OUTLINE

Ceatech

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)
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Model

* Problem : not all bugs are equal

Source code

X0 /x = x-1

int foo(int x, int y) {
int 3

int c=y;

while (c>0) do {

(<
return k;
}
Assembly Executable
_S(aﬁ! | ABFFF780BD70696CA101001BDE45
iyt 145634789234ABFFEG78ABDCF456
addBA 5A2B4C6D009F5F5D1E0835715697
cmp B O 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G6TH34SBFFADECAD3
00113456735FFD451E13AB08ODAD
344252FFAADBDAA57345FD780001
label: FFF22546ADDAE89776600000000
move @100 B
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Robust symbolic execution [CAV 2018, CAV 2021]

* Standard symbolic reasoning/[ J int main () {

may produce %nt a |
false positive In practice \[ ] int D =

[int X =

* for example here:

e SEwilltrytosolve a*x+b>0
e Mayreturna=-100,b=10,x=0

if (a*x+b>0) {
analyze_me();
}

* Problem: x is not controlled by the user else {

* If x change, possibly not a solution anymore
* Example: (a=-100,b=10,x=1)
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Robust symbolic execution [CAV 2018, CAV 2021]

* Standard symbolic reasoning/[ J int main () {
may produce %nt a = |
false positive in practice \[ ] int b =

[int X =

* for example here:

e SEwilltrytosolve a*x+b>0
e Mayreturna=-100,b=10,x=0

if (a*xx+b>0) {
analyze_me();
}

* Problem: x is not controlled by the user else {

* If x change, possibly not a solution anymore

* Example: (a:{;LDD_b;1n ¥ = 1) J
W oo RS
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Problems with standard reachability?

Mitigation: stack canaries

b

u

f

f

e

[

canary | return address

------

canary

[rrrr [TCPErrrrerrrees

canary

* In practice, only 2/-32 to bypass canary
* Not considered an attack

Still, Symbolic Execution reports a bug

* just need canary ==rrrr

* False positive

Sébastien Bardin
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FALSE POSITIVES

Problems with standard reachability? (2)

* Randomization-based protections

* Guess the randomness -

* Bugs involving uninitialized memory FALSE PI]SITWESEEIIYWH[IIE

* (Guess memory content

* Undefined behaviours ' -
* Exist also in hardware Real life false positives

e Stubbing functions (1/O, opaque, crypto, ...) Formally reachable, but
* Guess the hash result ... in reality, cannot be triggered reliably

* Underspecified initial state

' | |
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Our proposal [CAV 2018, CAV 2021, FMSD 2022]

attacker

environment

Sl
Choose a threat Model 2

Partition input into controlled input (gl and

uncontrolled input [x = '/
AN
g @ Lol
(la), X)) F £ means “with inputs @ and [x} the program 2% Y
executes code at (" 9’%

Reachability of Robust Reachability
location { of £

J(a,x.(a@,x) - JavX.(@kX)-{

Guarej[wteed




Adapting BMC and SE

, r ..and a few other differences
AR assume y: Ja.vx.y = ¢ instead of Ja.¥x.y A ¢
Optional in SE path pruning: no extra quantifier

Required for completeness in Robust SE concretization: only works on controlled values

3@ . concrenze 3@ V.. 90/\§0
'to 90 N——

1
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Proof-of-concept implementation

- A binary-level Robust SE and Robust BMC engine based on #: BINSEC
- Discharges quantified SMT(arrays+bitvectors) formulas to Z3
+ Evaluated against 46 reachability problems including CVE replays and CTFs

BMC | SE | RBMC | RSE | RSE+E",
Correct 22 | 30 32 37 | 44
False positive 14 | 16
Inconclusive 1 /
Resource exhaustion || 10 13 2 |2

Robust variants of SE and BMC

[ No false positives, more time-outs/memory-outs, 15% median slowdown ]
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Case-studies: 4 CVE

CVE-2019-14192 in U-boot (remote DoS: unbounded memcpy) Robustly reachable
CVE-2019-19307 in Mongoose (remote DoS: infinite loop) Robustly reachable

CVE-2019-20839 in libvncserver (local exploit: stack buffer overflow)
Without stack canaries: Robustly reachable
With stack canaries: Timeout

CVE-2019-19307 in Doas (local privilege escalation: use of uninitialized memory)
Doas = OpenBSD's equivalent of sudo
Depends on the configuration file /etc/doas. conf
Use robust reachability in a more creative way
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CVE-2019-19307 in Doas: beyond attacker-controlled input

Reinterpret “controlled input” differently:

the (attacker| controls nothing, only executes

Versatility of Robust Reachability

“Controlled inputs™ are not limited to
“controlled by the attacker”

the sysadmin| controls the configuration file: |controlled input L

the |environment| sets initial memory content etc; [uncontrolled inputs‘

The meaning of robust reachability here

Are there configuration files which make the attacker win all the time?

Yes: for example typo "permit ww" instead of "permit www'
—
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list Stepping back

Ceatech

* Robust reachability draws a line between some good bugs and bad bugs
* Based on replicability
* Potential applications : better bug finding, bug priorization, test suite evaluation

* Several formalisms can express robust reachability [games, ATL, hyperLTL, CTL]
* Yet no efficient software-level checkers

| DONT ALWAYS
_FIND BUGS

* A few prior attempts, on different dimensions

* Quantitative or probabilistic approaches (model checking, non interference)
* Automated Exploit Generation (Avgerinos et al., 2014)

\

Test Flakiness (O’'Hearn, 2019)  [a specific case of robust reachbaility]
Fair model checking (Hart et al., 1983)

* Qualitative « all or nothing » robust reachability may be too strong
* Mitigation : add user-defined constraints over the uncontrolled variables

BUTWHEN D0, THEY ARE
- ROBUSTLY REACHABLE
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list OUTLINE

Ceatech

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)
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Model

Source code

X0 /x = x-1

int foo(int x, int y) {
intk= x;

intc=y;
while (c>0) do {
kt++;
e}
return k;
}
Assembly Executable
"Stan: | ABFFF780BD70696CA101001BDE45
iyt 145634789234ABFFEG78ABDCF456
addBA 5A2B4C6D009F5F5D1E0835715697
cmp B0 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G6TH34SBFFADECAD3
00113456735FFD451E13AB08ODAD
344252FFAADBDAA57345FD780001
label: FFF22546ADDAE89776600000000
move @100 B

* Problem : some security properties are not mere safety

Sébastien Bardin — KLEE workshop
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[ ] [ pairs

Secret

©

Public
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SECURING CRYPTO-PRIMITIVES
Bl -- [S&P 2020] (Lesly-Ann Daniel)

#lnstr #lInstr CT

Time Status Cémment
O static unrol. source e
Eg? i ct-select 735 767 29 Y 2IxX 21 1new)X
Y ctsort 3600 7513 133 Y  18xX 44 2 new X
n bi 375 873 1574 N 32
BearSSL el &
des tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N X 5

tls-remove-pad-lucky13

Total 6025 30946 4172 - 42 xx 110

»timing attacks
»cache attacks
»(secret-erasure)

.
universite
PARIS-SACLAY
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SECURING CRYPTO-PRIMITIVES
Bl -- [S&P 2020] (Lesly-Ann Daniel)

Instr #Inst CT
o # ns. " finstr Time Status # Comment
static unrol. source
Eg? i ct-select 735 767 29 Y 2IxX 21 1new)X
HHILY ctsort 3600 7513 133 Y 18xX 44 2new X
n bi 375 873 1574 N 32
BearSSL e g
des_tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N 5
tls-remove-pad-lucky13 !

Total 6025 30946 4172 - 42 xx 110

»Relational symbolic execution
»Follows paires of execution
»Check for divergence
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SECURING CRYPTO-PRIMITIVES
Bl -- [S&P 2020] (Lesly-Ann Daniel)

Instr #Inst CT
o # ns. " finstr Time Status # Comment
static unrol. source
Eg? i ct-select 735 767 29 Y 2IxX 21 1new)X
HHILY ctsort 3600 7513 133 Y 18xX 44 2new X
n bi 375 873 1574 N 32
BearSSL e g
des_tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N X 5

tls-remove-pad-lucky13

Total 6025 30946 4172 - 42 xx 110

»Relational symbolic execution
»Follows paires of execution 4 N
»Check for divergence

»Sharing, dedicated preprocessing

& .
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Stepping back

* Symbolic execution efficient for simple but important relational problems
* constant time (different flavours)
* Ssecret erasure

* What about stronger relational properties ? [ex : nhon-interference, equivalence]
* The proposed method allows to find bugs

* Main issue for generalization : quadratic number of pairs of paths

 What about quantitative reasoning ? [QIF]

* Cantry to use #SMT solvers, yet beware of scale / expressivity
Still the quadratic #pairs of paths problem
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)
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Model

Problem : what if the attacker can observe more behaviours?

Source code

X0 /x = x-1

int foo(int x, int y) {
intk= x;

intc=y;
while (c>0) do {
kt++;
e}
return k;
}
Assembly Executable
"Stan: | ABFFF780BD70696CA101001BDE45
iyt 145634789234ABFFEG78ABDCF456
addBA 5A2B4C6D009F5F5D1E0835715697
cmpB 0 145FEDBCADACBDADA459700346901
jle label 3456KAHA305G6TH34SBFFADECAD3
00113456735FFD451E13AB08ODAD
344252FFAADBDAA57345FD780001
label: FFF22546ADDAE89776600000000
move @100 B
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Speculative executins and Spectre attacks

Spectre attacks (2018)

'»
» Exploit speculative execution in processors
» Affect almost all processors
» Attackers can force mispeculations: transient executions
» Transient executions are reverted at architectural level
v But not the microarchitectural state (e.g. cache)
Sébastien Bardin — KLEE workshop | 165
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Challenge !

e Counter-intuitive semantics

Path explosion for Spectre-STL on Litmus tests (328 instr.)

Semantics

Sequential semantics

* Path eXp|OSi0n1 Speculative semantics (Spectre-STL) 37M

» Spectre-STL: all possible _ Bsin: | 1
load/store interleavings ! - ' ‘Z\/ |
y - -*{

* Needs to hold at binary-level g £
THAT ESCALATED QUICKLY

.
universite
PARIS-SACLAY
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Challenge !

e Counter-intuitive semantics

Path explosion for Spectre-STL on Litmus tests (328 instr.)

Semantics

Sequential semantics

* Path explosion: 37M
e Spectre-STL: all possible

load/store interleavings !

* Needs to hold at binary-level
4 )

.
universite
PARIS-SACLAY
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Good first results, still some work :-)

Target Spectre-PHT Spectre-STL
KLEESpectre [1] LLVM © -
SpecuSym [2] LLVM © -
FASS [3] Binary ® -
Spectector [4] Binary @ -
Pitchfork [5] Binary @ @
Binsec/Haunted Binary © ®

* Fun fact : spectre-pht protections may be vulnerable to spectre-sitl

Sébastien Bardin
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Stepping back

* Some progress, but still a lot to do :-)

* More and more sources of speculations
* Generic approach ? (cf Ponce de Leon et al.)
* Link with micro-architecture people

* Criticity of the reported problems ?

R . &
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)
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Model

Source code

X0 /x = x-1

int foo(int x, int y) {
intk= x;

intc=y;
while (c>0) do {
e}
return k;
}
Assembly Executable
"Stan: | ABFFF780BD70696CA101001BDE45
iyt 145634789234ABFFEG78ABDCF456
addBA 5A2B4C6D009F5F5D1E0835715697
cmpB 0 145FEDBCADACBDADA459700346901
jle label 3456KAHA305G6TH34SBFFADECAD3
00113456735FFD451E13AB08ODAD
344252FFAADBDAA57345FD780001
label: FFF22546ADDAE89776600000000
move @100 B

* Problem : what about the attacker capabilities ?

Sébastien Bardin
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%mas Cceatech

Context @ @

1 Many techniques and tools for security evaluations.

1 Usually consider a weak attacker, able to craft smart inputs.

1 Real-world attackers are more powerful: various attack vectors + multiple actions
in one attack.

Hardware attacks Software-implemented hardware attacks
Electromagnetic pulses Power glitch Clock glitch Laser beam Faultline DVFS
l_IRace condition Load Value Injection Spectre Rowhammer

— |

Micro-architectural attacks

Man-At-The-End attacks

Sébastien Bardin



list

rimac [ezlies

e How to deal with that ?

Context * Principled = adversarial reachability
* Efficient = adversarial symbolic execution + optims

1 Many techniques and tools for security evaluations.

] Usually consider a weak attacker, able de craft smart inputs.

1 Real-world attackers are more powerful: various attack vectors + multiple actions
in one attack.

Hardware attacks Software-implemented hardware attacks
Electromagnetic pulses Power glitch Clock glitch Laser beam Faultline DVFS
I_IRace condition Load Value Injection Spectre Rowhammer

p— |

Micro-architectural attacks

Man-At-The-End attacks
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VA List
erimac jezld=ley

Goal: have a formalism extending standard reachability to reason about a program execution in
presence of an advanced attacker.

Adversarial reachability

Adversarial reachability: A location | is adversarialy reachable in a program P for an attacker
model A if Sq »* |, where »* is a succession of program instructions interleaved with faulty

transitions.

input s,

\U—DO — () m—) () w— ()

- state at location |
faulted transition
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VA List
erimac jezld=ley

Forking encodings

. _ Non deterministic choice
Original Forking between fault or normal
if nb; < max

l X:=y X =y CD/nbf++
] Covers all adversarial behaviors

1 Number of path exponential with #
fault injection points

Sébastien Bardin 192



VA List
erimac jezld=ley

Forkless encodings and Adversarial Symbolic Execution

Original Forkless

| |

X:=Yy l X := ite here, ? fault, : y

i l here, € [0,1], 2 here, = max;

1 Covers all adversarial behaviors
] Only 1 path (cool!)
1 More complex formulas (too many possible injection points)
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VA List
erimac jezld=ley

Early Detection of fault Saturation (EDS)

FASE FASE-EDS
Potentially faulted SAT with a fault margin
l instruction (with ite) or SAT with exactly the fault
budget
l l or infeasible
—\ We need max, faults to —
l go beyond that point on l%truction not faulted
l that path.

1 Covers all adversarial behaviors, as complete as FASE
1 Only 1 path
1 Reduce number of fault injections along a path
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VA List
erimac jezld=ley

Injection On Demand (IOD)

FASE FASE-IOD

l Faulted instruction l

We can’t go beyond that *
-\ point on that path without -
l more faults.

1 Covers all adversarial behaviors, as complete as FASE
1 Only 1 path

1 Reduce number of fault injections

1 Additional queries
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VA List
erimac jezld=ley

Injection On Demand (IOD)

FASE FASE-IOD

Faulted instruction —
| |
v
11
v

We can’t go beyond that o =

-\ point on that path without
l more faults. ‘)\ Path predicate switched for

the faulted one

1 Covers all adversarial behaviors, as complete as FASE
1 Only 1 path

1 Reduce number of fault injections

1 Additional queries
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Injection On Demand (IOD)

FASE-IOD
FASE
l Faulted instruction l Jl l[
i
| B
l am L

We can’t go beyond that -

T\ point on that path without

more faults.

1 Covers all adversarial behaviors, as complete as FASE

1 Only 1 path
1 Reduce number of fault injections
1 Additional queries

Sébastien Bardin
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Bonus: under-
approximation of nb,

197




\4mas Cceatech

RQ2 - scaling without path explosion

. it O 10° N O
o LG 5 L
104 E
& 10 ]
O —
o e 1 —— FASE
o 1 by 10° 4 —— FASE-EDS
S 10%4 £ ] —— FASE-IOD
8 : . ] —— FASE-EDS+10D
w .
e 1 % 102—E —— Forking
2 1034 5 3 O timeouts
= ] ]
=3 ]
= E 4
| 10t E
102 5 all FASE versions ]
—— Forking ]
1 O timeouts 10° ;
1 2 3 4 6 8 10 1 2 3 4 6 8 10
Number of faults Number of faults

- Forking explodes in explored paths while FASE doesn’t.
- Translates to improved analysis time overall.
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\4mas Cceatech

Security scenarios using different fault models

CRT-RSA: [1] Secswift countermeasure: llvm-level CFl
] basic vulnerable to 1 reset - OK protection by STMicroelectronics [3]
1 Shamir (vulnerable) and Aumuler ] SecSwift impementation [4] applied to
(resistant) - TO VerifyPIN_0 - early loop exit attack with 1
arbitrary data fault or test inversion in valid

Secret-keeping machine: [2]
1 Linked-list implementation vulnerable
to 1 bit-flip in memory -» OK
1 Array implementation resistant to 1
[1] Puys, M., Riviere, L., Bringer, J., Le, T.h.: High-level simulation for multiple fault injection evaluation. In: Data

b |t'ﬂ I p IN Memo ry - O K Privacy Management, Autonomous Spontaneous Security, and Security Assurance. Springer (2014)
[2] Dullien, T.: Weird machines, exploitability, and provable unexploitability. IEEE Transactions on Emerging Topics

1 Array implementation vulnerable to 1 in Computing (2017) , _ |

[3] de Ferriére, F.: Software countermeausres in the llvm risc-v compiler (2021),
- - https://open-src-soc.org/2021-03/media/slides/3rd-RISC-V-Meeting-2021-03-30-15h00-Fran%C3%A7ois-de-Ferri
bit-flip in registers -» OK e o
[4] Lacombe, G., Feliot, D., Boespflug, E., Potet, M.L.: Combining static analysis and dynamic symbolic execution in
a toolchain to detect fault injection vulnerabilities. In: PROOFS WORKSHOP (SECURITY PROOFS FOR
EMBEDDED SYSTEMS) (2021)

CFG
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\4mas Cceatech

Case study

WooKey bootloader: secure data storage by ANSSI, 3.2k loc.
Goals:

1. Find known attacks (from source-level analysis)
a. Boot on the old firmware instead for the newest one [1]
b. A buffer overflow triggered by fault injection [1]
c. Anincorrectly implemented countermeasure protecting against one test inversion [2]

2. Evaluate countermeasures from [1]
a. Evaluate original code -» We found an attack not mentioned before
b. Evaluate existing protection scheme [1] (not enough)
c. Propose and evaluate our own protection scheme

[1] Lacombe, G., Feliot, D., Boespflug, E., Potet, M.L.: Combining static analysis and dynamic symbolic execution in a toolchain to detect fault injection vulnerabilities. In: PROOFS WORKSHOP (SECURITY
PROOFS FOR EMBEDDED SYSTEMS) (2021)
[2] Martin, T., Kosmatov, N., Prevosto, V.: Verifying redundant-check based countermeasures: a case study. In: Proceedings of the 37th ACM/SIGAPP Symposium on Applied Computing. (2022)

Sébastien Bardin
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Stepping back

* Adversarial reachability takes an active attacker into account
* Well known in cryptographic protocol verification, not for code

* generic: reachability, hyper-reachability, non termination

* Scalability ?
* Which capabilities for the attacker? [link with Hardware security community]
* Strong link with robust reachability

BINSTITUT -
— : W_ o . te
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OUTLINE

* Shades of Symbolic Execution for Security
" Standard usage
" Robust symbolic execution (CAV 2018, 2021)
" Relational symbolic execution (S&P 2020)
" Haunted symbolic execution (NDSS 2021)
" Adversarial symbolic execution (ESOP 2023)

" Backward bounded symbolic execution (S&P 2017)
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Model

Source code

X0 /x = x-1

int foo(int x, int y) {
intk= x;

intc=y;
while (c>0) do {
-}
return k;
}
Assembly Executable
"Stan: | ABFFF780BD70696CA101001BDE45
iyt 145634789234ABFFEG78ABDCF456
addBA 5A2B4C6D009F5F5D1E0835715697
cmp B0 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G6TH34SBFFADECAD3
00113456735FFD451E13AB08ODAD
344252FFAADBDAA57345FD780001
label: FFF22546ADDAE89776600000000
move @100 B

Problem : sometimes the code itself is adversarial

Sébastien Bardin
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e
Loc_norarz

Decrypt Decrypt

eg: 7y?- 1 # x?

(for any value of x, y in modular
arithmetic)

¥

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1
imul eax, eax
cmp ecx, eax
jz <dead_addr>

BwaraTT
omaoras:

TONT W FURETION CRURR TOR e N00ATY

; ipmsuienane
an

80483d1

80483de

instr

call +5 D
pop edx

add edx, 8

-

ists (BNDEKzAWTCOGgUyz ) $marTuzXmiELrbNr->set_sensitive(False); } F if (3LijrilcGLMcoXmil=1){bHwecPhiIkns aBy(
bOLKKUF YL =10{ } 1T ($CrOorGLLnteMbPk==""19XkLZFfvK1HqdYz58=0; switch($CrOorGLittefbPk) { case 1: $XKLZFvk1Hqe
urn $AxPGVXMULrBgSUZ; } function cXBdrelgeOysmbh(frngsHuT aakKlageKlk){ global $F\ilgwoCADWVLlers; global $0J+VybOil
P=fscreen_height/$BecHLBLAGOgnrRc[1]* $BecHLBLAGDEnrXc[8];} } else { $oejysSGFnZAtGQP=$screen_height/$BecHLBL!
rut, 20, LT fwas ) PEQFavHSKCRMeIMaY = sqlite_query (BNUERFSWleSyVExn, “SELECT lage FROM lage WHERE id=8 "); §
rut, 20,0, Twas T, 't ) for (1= 8; $L <= 8; $i+s) { PxBwWwchzFYGLtEd=$CrOorGLihtefoPk[PL]. & 5 $j++; 1f(%;
kTSuioH==""1{ ${$FmZyBrtilyInY¥Bo}= new GtkRadioButton(null,'*,8); FLWUsxMyHvkTSuicH=%{EFmZyBroWlyInYBo}; } else
ERL($image_file){ $ngsHuTaakKLgeklk=%image_file; $CrOorGLikteMbPk=array( le', 'mo", 'ro’,"1m', 'mm", rm", '1u’, "mu’
dilg({ $TBrBtAZPRWFPZYU, febeycQSWLKBFFRU, PWVKMISIGbRWOSIt, $zCIwZmQGHLImGL ) { $¥SmylMWpTfAGDLL - imagettfbbe
1[L] * $LtcHpLMmFQYedZb - $FSmylbWpTfAGQLL[8] * $lkMbSgluwdjfyfm - fULabzShZzHEfrCh ; } else { $ULabzSbZzHEfr(
cFCp; $zrxBCrMcWPUIMBo[ "h' ] =tKHewGneDwavdRT; $zrxBCrMcVPUIMBol 'w' ] =$YUhgoXWiLdADSd]; returnbzrxBCrMcYPUiMBo;
WilcaolSy z - pzrxBCrMcVPUIMBo[ L] ; if ($ebeycQSWLKBFFnUL=8){ $iMmEPLIiskpDTlv=-16; telse{ $iNmEPLIiskpDTlvw=6;} $ilimt
UrNYTLIdVIgHRH=1magesy ($WHABxmHCCyXghtI } /2~ imagesy{PmalvSpugmSzuhdu)/2; If (ShwgrEAKEYMnAtiz=="u"}$IUrNVT1IdV]
ugnszuhdul)f2; I ($sDugikydpknklBZ=="r"){$YogbbPXcr LTDglZ=1images x{ PwHAB:mHCCyXghtl ) - imagesx(fmalvSpugmSzuhly
QKVOARLP[ e’ ]; $ooVGASISYMSHE St =$II0udLQIKYOARLP[*b ' 1; } if (3LxbbolGUoNpBG:m=="height"){ $IIQudLOIKYOSLp =
DaX = 255 ;} if (30oVGdSISyIMSHE 3£>127){ $ooMGdSSyMSHESt = 18; } else{ PooVGdSISYMSHEJt = 255;} if(%sTnBeBOHZAYF
EuTwRzGZ1GE I=FMNDLKz AT CQGqUyz; $TBrBtAZPRWFPZYU = petimagesize( $tkoEuTvRzGZLGEI); $q¥SGvaHLdyejiyI=3TBrBtAZPF
(EMeQaCl zkQykiAzt >images » (FWHARmHCCyXET )/ 10e*FOAZKDEK s RHRgZwE ) { BMeQaCl zkQukN Azt =images x (3WHAB:mHCCyXghtT )/
uhdu)-$HLDKcwuyfPoY rFPK; If ($HwerEAKEYMnAtiz=="0" ) $IUANNBE cXEWRqIm=BHLDXcwuyfPoYrFK; If ($MwgrEAKEYMnAtLz=="m"}]
($WHABMHCCyXghtI) /2~ imagesx($malvSpugmSzuhlu)/2; $IUANNBE oXEWiRgIm=1magesy [ PWHAB:mHCCyXghtI ) /2- imagesy(Fmaly’
PWHABmHCCyXEhtT ) /2- imagesx(fmalvspugmSzuhdu) /2; } I ($sDughkydpKwukIBZ=="r"){$¥opbbPXcr L TDglZ=1mages x (HiiHABamt
-»set_text("'); } $TFnsiSsBwFBsCOb=3GLOBALS[ "BIoUrBpyspeFLUWN"]; $TFnsiSsBwFBsOOb->set tewxt (' '); FwWENZKUTQBOuH:
WANT LvuSitFim->get_text ()." WHERE id=6"}; } function XYyCTuPntlFeeVE (}{ global $bpAGFKHBLsZxFyb;global $HUERFS
HHGBmCFdvbbmDK . WHERE id-8"); } function EoNVSgEkqaikLsj(bzBBYRGSKDAXgIVH, fwdFCRFmLBDvDmbp, $ByCzsorS¥RtIDPY
PLIiskpDTLly-3get_tesxt(); if (BhvRIKhIMLMhTSzS==0)sqlite_query (SHUERFSV1eSyWExn, "UPDATE lage SET offset=".%G0we

| 210

Obsidium
JD Pack
WinUpdck,

Armadillo

ackman

EP Protector
ACProtect

TELockSVK
Yoda’s Crypter

Nedlite
UPXMoleBox
FSGUpack

Crypter Yoda's Protector

ASPack

« BoxedApp

Petite
nPackPE Spin
Enigma

Themida

MysticVMProtect

BINSTITUT ”
CARNOT EETETE)
* PARIS-SACLAY



reverse & deobfuscation

eg: 7y% - 1 # X2

(for any value of x, y in modular
arithmetic)

J

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

* Prove something infeasible

* SE cannot help here

if (ax > bx) X = -1;

11:
12:

else X = 1;

OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}# (ax-bx) {31,31}));

SF := (ax-bx) < 0;

ZF := (ax-bx) = 0;

if (-~ ZF A (OF = SF)) goto 11

X :=1

goto 12

X = -1

The predicate is
always true

The two blocks
are equivalent

Sébastien Bardin

(“0x4013¢@  push %ebp )
0x4@14e1  mov %esp,%ebp
2x481419  mov axc(%esp) , heax
Sl w)(g %E:i 0x401430  mov  @x4(%esp),%eax
ot i veemen [ Sl st
2x401425  mov %eax , x4 (%esp) e (%eax) %e;x
0x401429  cmpl  $0x6,0x4(%esp) GARTIAT  mov.  enx %;cx
@x49142e  ja 9x4014a0 0x401446  mov %ecx, Xeax
/\ax40144b imp *%eax )\
@x481538 . .. ex401470 ... ox4014f0 ... ex4014a0 ...

@x4@15a5 call D

©x401475 call F1 @x4814f5 call F2 @x40@14a5 call F3

4
9x4016d@ leave
@x4@16d1 ret

With IDA + BINSEC

All jump targets
are found

STITUT e
CARNOT EETETE)
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BACKWARD-BOUNDED DSE [S&P 2017] (with Robin David)

Backward bounded SE

* Compute k-predecessors
* If the set is empty, no pred.
* Allows to prove things

- O paths over
. / approximated
paths K
lostin O hackward
computation " hounded
DSE

* Prove things

e Local => scalable

Sébastien Bardin | 212




Case : THE XTUNNEL MALWARE
el -- [BlackHat EU 2016, S&P 2017] (Robin David)

i
jg; Two heavily obfuscated samples
% * Many opaque predicates
Extreﬁ T
4 Q@Q Goal: detect & remove protections
i * |dentify 40% of code as spurious
— | * Fully automatic, < 3h  [now: 12min]
i
Eﬁ_ﬁ‘}
C637 Sample #1 99B4 Sample #2
»Backward-bounded SE #total instruction | 505,008 434,143
P+ dynamic analysis #alive | +279.483 241177

v-o . -
universite
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Stepping back

* Backward Bounded SE do allow proof and is scalable

* An attacker can try to evade it with delaying computation
* More advanced notions of bound

* Can be used in other contexts than adversarial code analysis
* Local assertion proofs
* Local finding of dynamic jumps

R . &
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression

P sl .
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OUTLINE

 Introduction

* What every honest person should know about Symbolic Execution
* Challenges of automated binary-level security analysis

* BINSEC & Symbolic Execution for Binary-level Security

* Shades of Symbolic Execution for Security

* Conclusion, Take away and Disgression
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Safety is not security, fun new problems

Model Source code

int foo(int x, inty) { ]
int k= x;
int c=y;
while (c>0)
(SR
-}
return k;

}

x>0 /x:=x-1

Assembly Executable

start:
- ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5FSD1E0835715697
cmp B0 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

B INSTITUT .
S . CARNOT
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SOME KEY PRINCIPLES BEHIND OUR WORK?

* Robusthess & precision are essential

 SE is a good starting point
* dedicated robust and precise (but not sound) static analysis are feasible

* Can be adapted beyond the basic reachability case

* variants (backward, relational, robust, etc.)
* combination with other techniques

* Finely tune the technology

* Tools for safety are not fully adequate for security
* Dedicated preprocessing
* Dedicated merging

Sébastien Bardin | 228 :
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Under the hood: finely tune the technology

* SMT solvers are powerful weapons
* But (binary-level) security problems are terrific beasts

* Finely tuning the technology can make a huge difference

Output

Obsidium
JD P
AR L0
1
g s
T or
ACProt
t Elock
‘oda’s Crypter
Syt
Ul uPxoleBox |
e BACIE,

[ ]

BINSTITUT =
CARNOT EUIEAI:)
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E Do it with style!

W EWEIE X-Tunnel
deobfuscation 400Kk instrs = 40% junk

Backward bounded SE

Constant time 13 well-known crypto primitives
verification from OpenSSL, BearSSL, etc.

Semi-relational SE

ANSSI souk : 2! paths
challenges unicorn : 109 instrs

Smart path merging, faster memory reasoning
Cyber Grand Challenge

from 1 to 14 seeds
Coverage : 437 — 2769

Test suite
extension

Incremental concolic engine

Commissariat a I'énergie atomique et aux énergies alternatives o cemomen

2017
1h30

2020
3h+2TO

TO
3h

August
45 min

2022
12 min

2022
3 min

30s
30 min

November
2 min




list Conclusion [ ] [ ]

Ceatech

* | love Symbolic Execution : it is formal & it works :-)

* Security is not safety
* Binary level, true security properties, important bugs, attacker model, etc.

* Still, Symbolic Execution is flexible enough to accomodate that
* New exciting theoretical questions

* Complicated algorithmic issues (push solvers to their edges)
* Promising applications

* Some results in that direction, still many exciting challenges

[ J

https:/Ibinsec.github.io sebastien.bardin@cea.fr

BNSTITUT
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THANK YOU

We hope you enjoyed the journey

Commissariat a I'énergie atomique et aux énergies alternatives - www.cea.fr
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