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Part 1 - Summary

• The main principles of personal data protection
• a brief history: why data protection has become so 

important 

• GDPR (2016)

• LED (2016)

• A look back at the H2020 Exfiles project (2020-
2023)



+

1. The main principles of 
personal data protection
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Personal data protection: a brief history

• The German (1971) and Swedish (1973) examples

• Council of Europe resolutions of 1973 and 1974

• In France: the Law of January 6, 1978 on data processing, data files and 
individual liberties 

• Council of Europe Convention 108, January 28, 1981

• Directive 95/46/EC 

• 2012 : The European Commission proposed a global reform of data 
protection

------------2013----------- : the snwoden case----------

• European Regulation 2016/679 of April 27, 2016 (applicable on May 25, 
2018). 

• LED (same day)
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What is personal data processing about?

• Art. 4 GDPR : 
• ‘personal data’ means any information relating to an identified or 

identifiable natural person (‘data subject’); an identifiable natural 
person is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person

• ‘processing’ means any operation or set of operations which is 
performed on personal data or on sets of personal data, whether or 
not by automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or 
destruction
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That’s quite broad...

https://dataprivacylab.org/projects/identifiability/paper1.pdf
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A more recent example
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OK, so how is personal data protected according to 
GDPR? 

• Global principles (i.e. lawfulness, fairness and 
transparency, purpose limitation, data minimisation, 
storage limitation, etc.)

• Rights of the data subject

• A legal basis (consent, legitimate interest, processing is 
necessary for the performance of a task carried out in 
the public interest or in the exercise of official 
authority vested in the controller, etc.)

• Privacy by design (record of processing, DPO, PIA, etc.)

• Limited transfers to third countries

• Security of processing
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But behind GDPR, there is the « law 
enforcement directive » (LED) 

• Same day (April 27th 2016). A directive, not a regulation
• Applies to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution 
of criminal penalties

• Excerpt : (4) « The free flow of personal data between 
competent authorities for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or 
the execution of criminal penalties, including the safeguarding 
against and the prevention of threats to public security within 
the Union and the transfer of such personal data to third 
countries and international organisations, should be facilitated 
while ensuring a high level of protection of personal data ». 

• Seems to be a copy/paste of GDPR...
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Exactly the same key words are used in the definitions.  We also find many of the 
common principles, for example in article 4:
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It is ALMOST a copy / paste of art. 5 RGPD. 

ALMOST :  for instance the principle of transparency is missing !

Similarly, article 4 states that the data collected must not be excessive and 
must not be limited to what is necessary (RGPD), which is not exactly the same 
thing...
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Same issue regarding the right to access : 
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So that’s the state of the art...but new 
chalenges are arising
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Some reactions are already here
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2- A look back at the 
H2020 Exfiles project 
(2020-2023)
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https://exfiles.eu/
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The legal and ethical WP 
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• Protection of personal data

• Respect for private and family life

• Respect for professional secrecy

• Proportionality (balance between fundamental rights)

• Subsidiarity (competences of the EU and the MS)

• Right not to self-incriminate

• Right to a fair trial (rights to evidence and to defence)

Some examples of fundamental rights discussed : 
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• Definition & provision on e-evidence
• Search and seizure regimes
• Legal framework for secrecy of correspondences 
• Legal obligation to decrypt
• Legal obligation to cooperate (e.g. for service providers)
• Punishment for illegal use of data as evidence 

Main identified legal discrepancies 

A lot remains to be done...and this could change the very role of the EU. 
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But all this applies 
only in the field of 
GDPR and LED. 
What about 
intelligence ? 
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I. What is intelligence? 
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Sherman Kent, Strategic 
intelligence for American World 
Policy (1949)

Intelligence is :

- An information

- An activity :

- The research orientation

- The information’s collection

- The information’s processing

- The analysis

- The dissemination

- An organisation
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The legal definition of intelligence

2015 – Intelligence Law

The home security code (CSI) : Intelligence is a public policy that contributes to "national
security strategy and the defence and promotion of the fundamental interests of the
Nation".

• Intelligence is define as an activity

• For more simplicity, it is preferable to adopt an organisational view of intelligence

There are two main categories of intelligence service 
• Specialised intelligence services (first circle intelligence services)

• Second-circle intelligence services

https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000030931899
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Source : Académie française du Renseignement
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II. What is the legal framework for 
intelligence? 
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Intelligence services contribute to the protection of national security. It is for
this reason that they have exceptional powers.

Until recently, there was no real legal framework for intelligence services’
activities

• Several condemnation by the European Court of Human’s rights in 1991

• Since then, France have gradually adopted a legal framework
• Only certain aspects (access to files, security interceptions, or connection data’s requisition

• Ex. law of 10 July 1991, which established the first legal framework for interception of
communication
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Intelligence Law of 24 July 2015

- provides a framework for Intelligence services activities

- Strengthens their powers and resources

➔Not all intelligence activities, only digital aspects !
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The intelligence services are now authorised to : 
- collect connection data 

- set up beacon systems to remotely locate car or mobile telephone 

- monitor digital networks using automated data processing (algorithms) 

- intercept connection data and conversations using IMSI-catchers 

- intercept communications by any means of transmission (wired, wireless or satellite)

- capture images and conversations in a private place 

- penetrate computer systems and retrieve data contained in these systems
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1. Data likely to be collected
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• Communications:
• All kind of communications
• Difficulties in accessing these communication

• Encrypted channels (very sophisticated encryption tools/refuses to cooperate with intelligence
services)

• Services refuses to reveal their targets

• Connection data:
• Date generated automatically during a communication of any kind.
• Date extremely valuable to the intelligence services, more than the content of

communications
• connection data allows "very precise conclusions to be drawn concerning the private

lives of the persons whose data has been retained, such as the habits of everyday life,
permanent or temporary places of residence, daily or other movements, the activities
carried out, the social relationships of those persons and the social environments
frequented by them”
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• Computer data:
• Intelligence services can collect new data: sounds, images, but also computer data

• The law of October 2017 : it’s now possible to collect computer data circulating on
WIFI or stored in connected objects

• a draft law proposed to create a procedure enabling judges to authorise law
enforcement agencies to remotely activate an electronic devices, its camera and
microphone to geolocate or eavesdrop on people in certain investigations
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2. Ways of collecting personal data
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• IMSI-catcher
• Fake relay antenna

• Possibility to collect connection data and communications

• Difficulties with 5G

• Algorithms

• Analysis of all the metadata circulating on electronic communications networks,
based on predetermined parameters

• Identification of « weak signals »,i.e. "trends or traces that may be unreadable or
undetectable in isolation, but which, when related to a group of people, highlight
occurrences that reveal certain behaviour patterns".
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Safeguards : 
• Only for fight against terrorism 

• Used by services in the first circle 

• Only connection data

• A procedure must be followed 

The major innovations since the law of 2021 
• Algorithms are now permanents

• They can collect URLs

• The date retention period had been increase
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III. What are the issues surrounding the 
exploitation of vulnerabilities? 
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• absence of a legal framework specifically dedicated to the issue of
vulnerability exploitation
• a fundamental distinction must be made between

• intelligence techniques

• the technical means used to capture or intercept the data

• Only certain means are identified in the law (algorithms, IMSI catchers)

• The law is dependant on technical developments
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What are the issues on the REV project  ? 

• It is necessary to establish a specific framework for the use of vulnerability 
exploitation as an investigative technique? 

• How can we ensure that the evidence is fair, but also that it can be explained?

• How ton apply the new European acts 
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