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Memory forensics
The preservation, collection, validation, identification, 
analysis, interpretation, documentation, and presentation 
of digital evidences extracted from the memory 

fo·ren·sic
Adjective:  Of, relating to, or denoting the application of scientific 
methods and techniques to the investigation of crime



(my definition)
 Memory forensics:
 

 Reverse Engineering on Steroids



 Attackers often overlook their memory footprint
 Many of the kernel artifacts can be used for forensics
 Even rootkits designed to hide data in a running system need to 

be located somewhere in memory
 Certain information (loaded kernel modules, open sockets, ...) 

may be difficult to extract otherwise
 Some malware samples only reside in memory

ProsPros



 Memory is difficult to acquire
 The content of the memory keeps changing so even consecutive image 

acquisitions give different results
 Data collection requires an efficient approach with a small footprint
 Data structures change among different OSs and OS versions

ConsCons
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Acquisition

Interpretation

Investigation

How to acquire a 
faithful copy of the 
physical memory 

How to recover layout,
location, and 

semantics of key
data structures

How to traverse 
data structures to recover

high-level information



(pre-2005)
Carving

Memory Forensics  0.1Memory Forensics  0.1



Looking for something you do not know in something you know

Looking for something you know in something you do not know



Looking for something you do not know in something you know

Looking for something you know in something you do not know

– Structured Data Analysis – 

 – Carving – 
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Rules/Heuristics  
Manually Written

Very Time Consuming
Ad-Hoc

Difficult to Port to other Systems

Alternatives? Lack of metrics to assess 
Precision, Reliability, Robustness...

Hard to compare different options
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AutoProfile: Towards Automated Profile 
Generation for Memory Analysis 
 ACM TOPS 2022

Back to the Whiteboard: a Principled Approach for 
the Assessment and Design of Memory Forensic 
Techniques – Usenix 2019

An OS-agnostic Approach to Memory Forensics
NDSS 2023

In the Land of MMU. Multiarchitecrue, OS-agnostic 
Virtual Memory Forensics – ACM TOPS 2022

Introducing the Temporal Dimension to Memory 
Forensics – ACM TOPS 2019



InterpretationInterpretation
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The physical address space is NOT contiguous:
  > sudo cat /proc/iomem

Hardware peripherals map registers or parts of their 
integrated memory into the physical address space via 
Memory Mapped I/O

Any attempt to read the memory mapped to a device 
would probably crash the system



 Software Acquisition
 Use software to read and dump the memory from within the system

 Hardware Acquisition
 Access memory from DMA
 Firewire, PCI-Express, USB 4, Intel DCI, Jtag

 VM Acquisition
 Atomic acquisition
 New technologies like AMD Secure Encrypted Virtualization 

can block any type of memory dump from the hypervisor

 Crash dumps, hybernation files, ..

 Cold boot attacks
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The Problem of  (lack of)  Atomicity

When idle, the Linux kernel performs over 
300K write operations per second

++

==

A complete memory acquisition takes several 
minutes, during which the OS is running















Introducing the Temporal Dimension to Memory Forensics



Ongoing experiments repeated on 10 dumps

ALL contain inconsistencies in 
page tables

The kernel is ALWAYS affected

Dozens of processes with
corrupted address spaces

Two cases in which the pages of 
one process get attributed to 
another
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Virtual-to-Physical Memory Translation

The V2P translation is performed in hardware by the 
Memory Management Unit (MMU)  based on in-memory data structures 
and dedicated CPU registers that are configured by the OS

The translation process can involve segmentation and paging.
Some architectures use one or the other, some use both.
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Virtual-to-Physical Memory Translation



Multiarchitecture OS-Agnostic Virtual Memory Forensics

 
radix-tree

hash table

fully customizable



Multiarchitecture OS-Agnostic Virtual Memory Forensics



Physical to Virtual Memory Translation

1. Structural Signatures derived by inviolable MMU constraints 

2. Validation Rules based on inviolable constraints imposed 
    by other CPU subsystems 
    (e.g., pages containing the Interrupt Address Table should be mapped in all VASs)

3. Binary code analysis to recover MMU-related CPU registers



Physical to Virtual Memory Translation

MMUShell 

https://github.com/eurecom-s3/mmushell



Physical to Virtual Memory Translation



75 15 39 f1 76 41 f7 f1
5e 5f 5d c3 8d 74 26 00
1f 89 45 ec 75 51 3b 4d
89 f2 8b 75 f0 29 ce 19
c4 20 5e 5f 5d c3 66 90
00 31 d2 f7 f1 89 c1 89
eb a5 8d b6 00 00 00 00
c3 8d b4 26 00 00 00 00
ec c7 45 f0 20 00 00 00

Acquisition

Interpretation

Investigation

Interpretation



The Problem with Profiles

Memory Forensics is based on PROFILES, which contain precise 
descriptions of all the kernel data structures necessary to perform the analysis.  

Q1: Can we automatically generate profiles starting from the dump itself?

Q2: Can we perform some analysis also without any profile?



The important is NOT how much kernel structures change across kernels

But how much they change within a single version – because of
user configurations or compiler options.
E.g., The layout of task_struct is shaped by more than 60 different #ifdef

Modern kernels also support structure layout randomization as a form of 
protection against exploitation

The Problem with Profiles



While the struct definitions are lost during the compilation 
process,  they are “reflected’’ in the code itself.

Automated Profile Generation
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Automated Profile Generation

*AutoProfile: Towards Automated Profile Generation for Memory Analysis



Automated Profile Generation



Automated Profile Generation

Katana 
(very very similar solution published one year later)

https://github.com/tum-itsec/katana

*Katana: Robust, Automated, Binary-Only Forensic Analysis of Linux Memory Snapshots



Look Mum, 
no Profiles!
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OS-Agnostic Memory Forensics

foo bar baz fubar



OS-Agnostic Memory Forensics

Fossil 

https://github.com/eurecom-s3/fossil



OS-Agnostic Memory Forensics
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 Memory Forensics as a Graph Exploration Problem

The goal of the analyst is to traverse the graph of kernel data structures 
to locate the information she needs.

Each rule (e.g., a plugin to list processes) corresponds to a set of paths 
on the graph.



100K Kernel Objects (nodes)

840K Pointers (edges)

  6K Unique Structures 
40K Fields

53% of nodes (and 96% of 
those used by Volatility) 
are part of  a single strongly-
connected component



100K Kernel Objects (nodes)

840K Pointers (edges)

  6K Unique Structures 
40K Fields

2.5 million different paths exist in the kernel graph to reach the 
very same target object starting from a global variable, 
and only counting the paths with no more than 10 edges!!

53% of nodes (and 96% of 
those used by Volatility) 
are part of  a single strongly-
connected component



 Memory Forensics as a Graph Exploration Problem

Path comparison based on different metrics



Memory Forensics as a Graph Exploration Problem



Memory Forensics as a Graph Exploration Problem

Atomicity
(distance between two structures)

Stability
(how often the pointers are updated)

55s 2s

+



Memory Forensics as a Graph Exploration Problem



Memory Forensics  2.0 ? Memory Forensics  2.0 ? 



Manual Automated



Manual Automated

Knowledge-based

Zero-Knowledge



Quantitative Measurements

Manual Automated

Knowledge-based

Zero-Knowledge

Heuristics

Optimal Solutions
 (for a given metric)



          davide.balzarotti@eurecom.fr

     
          @balzarot

          http://s3.eurecom.fr/~balzarot

“Wet the Appetite” by Midjourney
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